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ABSTRACT 

 

This study explores electronic contracts' concept, nature, and scope, which have become increasingly important 

in the e-commerce landscape.E-contracts are drafted and executed online, with legal implications and 

complexities requiring thorough investigation.The article acknowledges international frameworks like the 

UNCITRAL Modern Law on Electronic Commerce, which defines e-contracts as legally enforceable or sets of 

promises established using electronic means.It also examines the provisions of the Computer Information 

Transactions Act of 1999 and the Uniform Computer Information Transactions Act of 1999 in the United States. 

Vital elements of electronic contracts include an offer, acceptance, consideration, intent, party competence, free 

and informed consent, legality of purpose, feasibility of performance, and legal formalities.The report also 

explores electronic signatures, automatic email replies, and the definition and regulation of electronic contracts 

under India's Information Technology Act.The paper emphasises the relevance of e-contracts in international 

trade, digital transactions, and the automation of business operations, which are becoming increasingly 

important in the e-commerce landscape. 
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INTRODUCTION 

 

The rise of electronic commerce has prompted an increase in legislation aimed at protecting consumers from fraudulent 

practices, substandard products, and unethical corporate behavior. The Consumer Protection Act of 2019 oversees 

unfair commercial practices and electronic contracts, facilitating the return and refund processes for items that are 

defective or impaired. The inception of anti-trust legislation in the USA dates back to 1890, and in 1985, the United 

Nations General Assembly endorsed guidelines for consumer protection. In India, the Consumer Protection Act (CPA) 

was enacted in 1986 and 1987 to safeguard consumer rights and establish consumer councils for grievance resolution. 

Consumer courts streamline dispute resolution, and the District Forums, acting as a quasi-judicial body, owe their 

existence and ongoing operation to valuable contributions. Acknowledging consumer rights is especially vital for 

economic and social equity in India, where many reside in rural areas facing high unemployment rates and limited 

educational attainment. While digitization has enhanced the purchasing process, it has also given rise to challenges 

such as increased instances of credit card cloning, ATM card skimming, online scams, identity theft, and other forms of 

cybercrime (Bhattacharya, 2017). 

 

OBJECTIVES 

 

 Evaluate the efficacy of India's Contract Act of 1872 in overseeing electronic contracts and transactions within 

the realm of e-commerce. 

 Recognize challenges and constraints faced by the Contract Act of 1872 in adapting to the digital environment 

and overseeing electronic contractual agreements. 

 Examine the influence of e-commerce on consumer protection and assess the sufficiency of current regulations 

in protecting consumer interests during online transactions. 

 

QUESTIONS 

 

 To what extent does the Contract Act of 1872 in India effectively oversee electronic contracts and e-commerce 

transactions in the contemporary digital scenario? 

 What particular obstacles and restrictions does the Contract Act of 1872 encounter in managing electronic 

contracts and adjusting to the intricacies of the online domain? 

 How does e-commerce influence consumer protection, and to what degree do existing laws adequately protect 

consumer interests in online transactions? 
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METHODOLOGY 

 

The study utilizes a Doctrinal Research Methodology, employing a descriptive approach to investigate E-contracts, the 

Consumer Protection Act, and Unfair Trade Practices (UTPs) in India. The analysis relies on a restricted selection of 

case studies, articles, journals, and books to understand and examine these subjects. The primary source referenced in 

the dissertation is the Bare Acts. Additionally, secondary sources like reports, books, and online websites contribute to 

the research. 

 

SCOPE AND LIMITATION OF THE STUDY 

 

The objective of this research is to understand consumers' perceptions of unfair trade practices in e-commerce. The 

study is limited to examining legislative and judicial decisions within the jurisdiction of India. 

 

LITERATURE REVIEW 

 

Rani Adgulwar (2021), "Consumer Protection and E-Commerce in India, Palarch's Journal of Archaeology of 

Egypt/Egyptology 18(10), 990-997":The rise of online trade in India has heightened the need for consumer safeguards 

due to technological advancements.Customers play a crucial role in the commercial world and supply chains, offering 

more significant savings and convenience.However, safeguarding consumers' legal rights is urgent in today's era of 

ubiquitous computing.This article examines consumer protection in light of pre-technological laws and recent 

amendments reflecting the evolution and revolution in consumer law due to e-commerce. 

 

Neelam Chawlaa and Basanta Kumar (2021), "E-Commerce and Consumer Protection in India: The Emerging 

Trend":The paper analyses the Indian legal system for online customer protection, focusing on the Consumer 

Protection Act of 2019 and the Consumer Protection (E-commerce) Rules of 2020.Based on 290 online consumers, it 

suggests a secure system is crucial for e-business success, with cash on delivery being the preferred method.Accurate 

website information and good customer support services also help.The new rules are robust enough to defend online 

shoppers' rights and advance e-commerce in India, impacting customer trust.Expanding e-commerce with a robust legal 

framework and consumer protection safeguards is promising. 

 

Singh, A., and Goel, I. (2016),"New Age Challenges in Consumer Protection in India.The International Journal of 

Business & Management":The article highlights the need for an advanced consumer protection framework in various 

industries due to the digital economy, technological advancements, and increasing complexity of goods and services.It 

focuses on protecting vulnerable groups and consumers in e-commerce and financial services, emphasising the 

importance of protecting consumers from unfair practices, providing access to comparable information, ensuring 

dispute resolution channels, and respecting personal information privacy. 

 

Unfair Trade Practices and Institutional Challenges in India, CUTS International (2013):Unfair trade practises 

(UTPs) have a significant impact on markets, economies, price, quality, and customers' faith in businesses; the research 

"UTPs and Institutional Issues in India: An Analysis" analyses India's response to UTPs.It suggests creating a consumer 

protection agency inside the Ministry of Consumer Affairs to deal with unfair trade practices, misleading advertising, 

and dangerous goods, as well as a regulatory framework that strikes a reasonable middle ground between the interests 

of consumers, businesses, and the public. 

 

Justice S.N. Aggarwal (2017), “Supreme Court on Consumer Protection Act, Universal Law Publishing Co.":In this 

Book, the justice mentioned the Consumer Protection Act,1986 in detail.The Act 1986 defines 'consumer' as a broad 

term for everyone.It establishes quasi-judicial authorities at district, state, and national levels, headed by equivalent 

judges.The act aims for natural justice and provides time-bound relief with nominal court fees.The book is based on 

Supreme Court judgments on each Act section. 

 

E-CONTRACT: CONCEPT, NATURE, AND SCOPE 

 

Commercial activity relies on contracts, which can be enforced in court and are crucial to any successful 

business.However, due to the ever-changing nature of Electronic Commerce, it is essential to examine the rules that 

regulate online transactions.The phrase "Online Contract" may seem misleading, but realizing that promises made 

during online transactions are legally binding is essential.As more and more business is conducted online, the need for 

legally binding contracts has given rise to the development of electronic contracts.Electronic commercial contracts (E-

contracts) function similarly to their paper counterparts in that sellers advertise their wares, pricing, and conditions to 

prospective purchasers, who then negotiate the terms of the sale, place orders, and make payments.The sellers 
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subsequently send out the goods.Although the phrase "Online Contract" may be misleading, it is crucial to consider the 

legal requirements and difficulties of e-commerce transactions.(Tripathy, 2017) 

 

Meaning of E-Contract 

 

Electronic contracts may be said to be legally enforceable or sets of promises that are concluded using electronic 

mediums.(L. Kidd, 2000) A contract can be made through the exchange of data messages. When a data message is used 

in the formation of a contract, the validity of such a contract should not be denied, as stated in the UNCITRAL Model 

Law on Electronic Commerce.An electronic contract is a transaction made by electronic communications when a 

human will not evaluate the messages of one or both parties as a normal step in making the contract, as defined by the 

Computer Information Transaction Act, 1999.This clarification substitutes the need for ―writing‖ with a record, putting 

electronic records on par with paper ones and validating contracts generated electronically and acknowledged by both 

parties.On the other hand, the U.S. Act does not define electronic contracts but outlines the means of making a lawful 

contract. (Section 202 of Computer Information Transaction Act, 1999) 

Email or website contracts are two examples of electronic forms.In the first, the offer or acceptance is typed out by the 

sender and sent to the receiver, just as it would be in an entirely offline setting. On the other hand, email needs the 

intervention of a neutral third party, in this case, an Internet Service Provider (ISP), to handle the technical details.The 

ISP offers the email account and retains the message until the user accesses the account and downloads the 

message.Either the offer and acceptance of a contract might occur only online, or both can occur through email. 

An e-contract is any contract formed in the course of electronic commerce through the use of electronic means (such as 

email) between at least two parties, the use of electronic means (such as email) between an individual and an electronic 

agent (such as a computer programme), or the use of electronic means (such as email) between at least two electronic 

agents (such as computer programmes) that are programmed to recognise the existence of a contract.Rules for the 

establishment, management, and fundamental provisions of an electronic contract are laid forth in the Uniform 

Computer Information Transactions Act of 1999.The same legal rules and recourses that apply to paper contracts also 

apply to electronic ones.It's sometimes called "e-contracting" for short.  

All it takes to finish a deal on the web is a click of the mouse.The vendor will stock the virtual store with items from 

their electronic catalogue, and the shopper may make a selection by checking a box.A customer's payment card details 

and the "Pay" or "I Accept" button are required to finalise an order.Electronic commerce presents unique technological 

and legal issues, regardless of whether the contract is an E-contract or a web-contract.  

 

ESSENTIALS OF AN E-CONTRACT 

Offer 

Depending on the context, a website, email, or newsgroup post might be an offer or an invitation to treat.The issue is 

whether the communication demonstrates the trader's readiness to commit to the terms.Internet technologies, including 

telephone, telex, and fax machines, are utilised in negotiating and finalising contracts, and electronic mail is widely 

employed as a form of communication inside businesses.Whether on a private or public network, email is a network 

service that facilitates communication between individuals via the transmission and reception of electronic messages.It 

may be used to communicate with private databases of electronic addresses, either one at a time or in bulk.If a 

consumer emails an online shop asking about a product, the company may send back an email with the product's price 

and any further details the buyer has requested. 

However, the difficulty in ascertaining the actual conditions of agreement may be attributed to the ease with which 

email messages can be changed without a trace.Email delivery is quick and easy, although messages sometimes 

disappear or get jumbled in transit.Due to server setup, email delivery might take several hours.Even though emails are 

only electronic in form, their contents are considered the same as if written.This makes email a perfectly lawful 

medium for communication and negotiation. 

Automatic Replies to Emails Since many company transactions can now be highly automated at a very cheap cost, one 

of the most appealing features of e-commerce is that firms are functioning round-the-clock, seven days a 

week.Although computers can already transmit emails without human interference, whether or not they may lawfully 

enter into contracts was previously up for debate.The ETA's Article 13 addresses this concern and provides a 

solution.Whether the record was made by a human agent or an information system configured by or on behalf of the 

originator to function automatically, the provision grants the originator credit for the record under this paragraph.  
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Generally, the e-business wants to be able to decide: 

 

(i) With whom it wants to trade; 

(ii) How much it wants to deliver or 

(iii) Where it wants to make the delivery. 

Acceptance 

The Value of Online Acceptance The word "acceptance" refers to an unambiguous affirmation of agreement with the 

parameters of an offer in the form requested by the offeror.The offeree is obligated to notify the offeror of his 

acceptance.A contract cannot be created in the absence of a notification.(Entores Ltd. v. Miles Far East Crp , 1955) 

An e-business has four possible ways to convey its acceptance: 

 

(i) By sending an email or webmail message of acceptance to the offeror or 

(ii) By delivery online of an electronic or digital product or service or 

(iii) By delivery of the physical product or 

(iv) By any other act or conduct indicating acceptance of the offer. 

Why is it crucial to pinpoint the exact moment of acceptance for a web-based contract?Until the contract is created, any 

party may terminate the arrangement without penalty.If, on the other hand, the offeror cannot rescind the offer for 

whatever reason, then it is debatable whether or not a legally enforceable contract exists between the same parties. 

Acceptance may occur when the offeree sends the message from their outbox, or the offeror opens it.According to the 

repeated rule, a contract is not formed until an acceptance of an offer is conveyed to the offeror. A legal definition of 

"communication" is that the recipient must have had the opportunity to become aware of the acceptance at issue—

instantaneous forms of communication, such as telephone, by telex(Entores Ltd. v. Miles Far East Crp , 1955)or by 

fax(Brinkibon Ltd v. Stahag Stahl und Stahlwarenhandels GmbH , 1983). Similarly, the Convention on the International 

Sale of Goods (CISG) and the civil law systems recognise acceptance only upon receipt by the offeror.When accepting 

a gift electronically, the recipient is responsible for checking in with the giver to ensure they received the acceptance 

notification. 

Consideration 

For a promise to be enforceable in law, there must be "consideration," defined as "something of value" exchanged for 

the promise.A commitment to pay in exchange for an item, service, or digital product is sufficient consideration for an 

agreement in Internet contracts.To complicate matters further, finding value in agreements that provide users 

unrestricted access to a website may be difficult, whether or not money is involved. 

When the promisor receives or will get anything of value in exchange for agreeing to waive a loss or liability, this is 

called consideration.It might be monetary, material, performable, or prohibitive of action.A legitimate contract in 

English law requires an exchange of value between the parties.Providing the performance of a contractual duty due to a 

third party meets the need for compensation, regardless of the adequacy of the value provided.(Eastwood v. Kenyon, 

1840) 

Under English Law, specific rules have been framed to elucidate how a valid consideration ought to be made as 

follows: 

 

(i) The consideration cannot be past consideration. 

(ii) The consideration should be directly linked with the promise. 

(iii) A consideration from the promisee may not be directed towards the promisor but may even be directed to 

somebody else. 

(iv) Whether the consideration is adequate or not is not a question that makes a consideration defective.(Chappell 

& Co. Ltd. v. Nestle Co. Ltd. , 1960) 

(v) The consideration should also not be illusory.  

In (Arrale v. Costain Civil Engineering Ltd., 1976)"the Court held that it is not a consideration to refrain from a course 

of conduct which it was never intended to pursue".The consideration should be current and not past.(Eastwood v. 

Kenyon, 1840) 
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Intention 

According to the principles of contract law, no binding agreement may be made between parties if they do not intend to 

establish a legal relationship.This is especially important in online contracts, which often include human and digital 

parties.Even though a client may not always see a transaction as a contract, the law nevertheless recognises the notion 

of a contract.The court will maintain its validity despite a party's allegation that it did not read or understand a form 

contract.The objective theory of contract interpretation states that the party seeking relief is not required to prove that 

they understand the relevant contractual provision before the term may be enforced.Instead, the court will apply the 

"reasonable person" test to the contract to ensure that the contents are apparent to anybody reading the document.When 

courts take this tack, they may enforce contracts notwithstanding assertions by one party that they did not read or 

understand the terms. 

(a) One of the first and most important cases is that of (Hotmail Corp v. Van$ Money Pie, Inc. )A federal court in 

the United States upheld the validity of an online "terms of service" agreement in a case involving unsolicited 

commercial email.By agreeing to a "click-wrap" agreement shown online, users may sign up for Hotmail's free 

email service.The lawsuit was filed by Hotmail against Van$ Money for violating the terms of service, which 

prohibit the use of Hotmail's email service to assist the delivery of junk email, popularly known as "spam." 

The federal judge ruled that the click-wrap agreement was a valid and enforceable contract since it was 

entered into and performed entirely online.It further concluded that clicking the "I Agree" button after reading 

the terms of service was sufficient to bind Van$ Money to the click-wrap agreement. 

(b) A court has ruled in a landmark case concerning the provision of internet services that a user's agreement to 

conditions presented in an online environment is legally enforceable.This case, Steven J. Caspi v. The MSN 

and Microsoft Corp.goes as such –E.g., the forum selection provision may be found in the membership 

agreement that a potential subscriber was asked to read by MSN software.A window with the MSN 

membership agreement and the options to "I Agree" or "I Don't Agree" may be scrolled up and down.The 

registration process may continue only if the subscriber has read and agreed to the membership 

agreement.Subscribers are not charged anything until they have reviewed and clicked "I Agree" to accept the 

membership agreement.The court determined that a legitimate contract existed and that the agreement's forum 

selection section was binding. 

The Parties must be Competent to Contract 

Every person who has reached the age of majority under the legislation to which he is subject, who is of sound mind, 

and who is not excluded from contracting by any law to which he is subject is legally competent to enter into a contract. 

People legally unable to enter into contracts include children, the mentally ill, and the intoxicated.The competency of 

the contractual party is sometimes unclear in Internet transactions, which might be problematic.Because of the nature of 

Internet contracts, it may be hard to tell whether a buyer or seller can legally enter into a binding agreement, which is 

particularly problematic when dealing with underage buyers or people pretending to be adults.If a contract is made 

online, both parties should be presumed competent for legal purposes, so challenges based on lack of competence are 

unnecessary.This safeguard would stop minors from placing orders or passing themselves off as adults.  

There Must be Accessible and Genuine Consent 

Online contracts are governed by basic principles of contract law, which ensure free and informed consent.However, 

mistakes, misrepresentations, and fraud can invalidate a contract, making it unenforceable.Foreign law errors are the 

only exception, and many online purchases involve international contracts, raising questions about legal protections for 

sellers from overseas buyers.Regardless of the error, it is still a mistake of fact.The complexity of online business 

allows for the defence of non-est factum in such misunderstandings.Misrepresentation and failure to read the fine print 

are significant causes of such errors.Legal presumptions can mitigate the unfair advantage in digital transactions under 

the pretence of error.Anonymity in online contracts increases the potential for deception, making any digital agreement 

reached under false pretences null and invalid.The law regulating telephonic contracts cannot be applied to online 

communications due to their complexity and differing opinions on telephonic contracts. 

 

IT ACT PROVISIONS RELATING TO E-CONTRACTS 

 
According to the Information Technology Act of 2000, a contract made or entered into using electronic data 

interchange, electronic mail, or any other electronic means of communication is considered an "electronic contract." 

Contracts created electronically are legitimate under Section 10A of the I.T. Act, provided all other statutory conditions 
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are met.Electronic contracts, like paper ones, need an offer and acceptance to be legally binding.These may be sent 

digitally yet fulfil all the legal requirements for a binding agreement. 

Section 4 of the I.T. Act establishes electronic records' legal validity and enforceability.As a result, data kept digitally 

may be used as evidence in legal processes. 

Section 11 of the I.T. Act outlines the parameters under which an electronic record may be traced back to its 

creator.This is crucial for proving that the electronic contract is legitimate. 

Section 15 of the Information Technology Act addresses the need for secure electronic documents.In this part, we 

ensure that electronic contracts are kept safe so nobody can mess with them. 

Digital signatures are an integral part of electronic contracts.The legal basis for electronic signatures may be in Sections 

2(t), 3, 5, 10A, and 15 of the I.T. Act.To ensure the validity of an electronic contract, the act recognises digital 

signatures. 

To the extent that it is needed by law, a party to an electronic contract must provide their agreement to use electronic 

records, as set out in Section 11 of the I.T. Act.For as long as the law requires, a party to an e-contract must keep the 

contract's electronic record.This provision is included in Section 12 of the I.T. Act.Electronic contract jurisdiction is 

addressed under the I.T. Act's special provisions.Except as provided in Section 13, an electronic contract must be 

assumed to have been entered into where the originator has his place of business.  

 

E-CONTRACTS AND THEIR USAGE IN E-COMMERCE ACTIVITIES 

E-commerce has dramatically benefited from the growth of computer networks, leading to the development of 

computerised trade systems and mechanised corporate processes.Classical contract law, based on laissez-faire 

economic theory, was founded on contractual freedom, allowing parties to decide based on their self-interest.This led to 

the spread of a new economic model, requiring lawmakers to prevent unfairness and irrationality.The principles of fair 

dealing and reasonable party expectations continue to shape modern contract law, which strikes a balance between 

enabling business partnerships in Internet commerce and protecting reasonable expectations.This is particularly 

important for buyers, who often have less bargaining power than sellers in online transactions.The level of judicial 

control over the contractual structure significantly differs between contemporary and old contract law.(Lexology, 2023) 

The Amendment Act of 2008 adds Section 10-A, making it explicitly clear that electronic contracts have the same force 

as paper ones.Reading Section 10A of the I.T. Act makes it plain that the act does not have exclusive authority over 

such transactions.You may also get insight into this by reading Sections 10 A and 81 together.Section 81 of the I.T. Act 

states that its provisions shall apply despite any inconsistent requirements imposed by any other law.All of the Contract 

Act's tenets are still in effect so long as they do not directly conflict with the regulations governing electronic contracts 

under the I.T. Act.The I.T. Act only applies to the aspects of electronic contracts precisely handled there, but the Indian 

Contract Act is an essential groundwork law when it comes to contracts.The two most prevalent techniques to make a 

legally binding agreement without ever meeting in person are electronic mail (or email) and the click-wrap technique 

used on the World Wide Web.(hindustantimes, 2023). 

 

The Indian Contract Act of 1872 governs contract creation in India, but it lacks a process for electronic agreements to 

be enforceable.The Information Technology Act of India (I.T. Act) was updated in 2008 to accommodate the 

UNCITRAL Model Law on Electronic Commerce and the development of electronic communication worldwide.The 

I.T. Act clarified that using electronic forms for contract formation, communication of proposals, acceptance, or 

revocation of proposals and acceptances shall not render the contract unenforceable, assuming there are no 

exceptions.As a result, electronic agreements should be enforceable in court.(Malik, 2019). 

 

In the case of (Trimex International FZE vs Vedanta Aluminium Limited, India, 2009)"A mineral trading company in 

Dubai made a binding offer of bauxite to a company in India through email.When it came time to ship 225,000 metric 

tonnes of bauxite, the company turned to an Australian source.The respondent requested that the following shipment be 

delayed and requested $1,000,000 in damages.The company notified the ship owners of the termination and offered to 

pay $800,000.00 to compensate for the loss in income and expenses anticipated from the cancellation of five 

cargoes.The respondent denied the claimant compensation.Under Purchase Order emails, the company sent a notice of 

claim-cum-arbitration, seeking payment within 10 days or considering the correspondence as a referral to 

arbitration.As the court ruled that a legal contract might be inferred without a formal agreement, it affirmed the 

legitimacy of the e-contract made via email contact."  

 

Similarly, in the case of (M/S BASE Educational Services Pvt. Ltd Vs Kayaka Foundation PU College of Science & 

Commerce and Others)it was held that "Electronic contracts, commonly known as e-contracts, can be executed by 

parties through various modes of communication, including but not limited to the internet, electronic mail, and 

facsimile transmissions.The sole requisite for an electronic contract to be considered legally binding is its adherence to 

the stipulations outlined in the Indian Contract Act of 1872." 
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CONCLUSION  

 

In conclusion, the study sheds light on the complex terrain of e-contracts in the context of the Internet and other forms 

of electronic communication.Electronic commerce (e-commerce) has catalysed a dramatic transition from paper-based 

forms to digital construction of contracts due to commercial transactions.Due to the rapid pace of this change, a 

sophisticated comprehension of the rules governing e-contracts is essential. 

 

Legal recognition of e-contracts is explored worldwide by looking at international frameworks such as the UNCITRAL 

Model Law on Electronic Commerce.The Computer Information Transaction Act of 1999 and the Uniform Computer 

Information Transactions Act of 1999 provide guidelines for the creation, administration, and foundational provisions 

of electronic contracts in the United States. 

 

To highlight the similarities and differences between conventional contracts and e-contracts, the fundamentals of e-

contracts are distributed.These aspects include offer, acceptance, consideration, purpose, competence of parties, and 

free consent. Email, automated answers, and digital signatures all play critical roles in creating and fulfilling electronic 

contracts. 

 

The Information Technology Act, as amended in 2008, governs the legal validity of e-contracts in India, which is 

investigated.Important topics, including rejection and acceptance, electronic records, attribution, secure records, 

electronic signatures, permission, retention, and jurisdiction, are all addressed in the various provisions.Legal concepts 

that have long been applied to electronic transactions have been undressed by the presence of the Indian Contract Act of 

1872 and the Information Technology Act. 

 

Actual court decisions have further weakened E-contracts' practical consequences and legal enforceability.Legal 

precedents in cases like “Trimex International FZE vs. Vedanta Aluminium Limited, India” and “M/S BASE 

Educational Services Pvt. Ltd. vs. Kayaka Foundation PU College of Science & Commerce and Others” show that 

courts will uphold e-contracts that are the result of online conversation. 

 

E-contracts' increasing importance in easing cross-border commerce, digital transactions, and robotic process 

automation is plain to see.The importance of studying and building e-contracts has grown for corporations and legal 

practitioners as the global business environment has evolved. 

 

This study elucidates the complex network of rules, concepts, and practical applications that define and control e-

contracts, highlighting their ever-present significance in the business world. 
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