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ABSTRACT

This survey aims to explore the security in Internet of Things (loT). We focused on the impact of emerging
technologies, such as 5G, the Industrial Internet of Things, blockchain, and artificial intelligence, on IloT
security. We surveyed IT professionals from various sectors, including government, defense, healthcare, finance,
transportation, and manufacturing. The survey uncovered several key findings about the current state of
security in 10T. We found that: « Most organizations are unprepared for the security risks posed by emerging
technologies in 10T. Only 55% of organizations have implemented appropriate security measures to protect
their data in IoT. ¢ Despite the security risks posed by emerging technologies in 10T, organizations lack sufficient
investment in security measures. More than 50% of respondents cited lack of funding as the major obstacle
towards implementing security measures. ¢ Organizations largely lack the knowledge required to secure their
data in 10T. Over 80% of the respondents indicated that their organization requires further training in security
topics. Overall, our survey findings suggest that organizations are far from ready to address the security
concerns posed by emerging technologies in 10T. We strongly recommend that organizations invest in the
implementation of appropriate security measures and ensure that their teams are adequately trained to properly
address security threats.
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INTRODUCTION

The Internet of Things (loT) refers to the network of interconnected devices, software applications, and physical
objects that are able to communicate and interoperate with each other. While this can be a great benefit, it also brings
with it a host of security issues [1]. Firstly, the data being connected is potentially more vulnerable to attack, as hackers
are more likely to be able to access and exploit the systems and databases involved. Secondly, connected devices can
be more vulnerable to hijacking, as the increased complexity of 10T systems allows for more ways for an attacker to
access information and control systems [2]. Thirdly, the sheer number of connected devices and data sources can be
overwhelming for security teams to manage, increasing the chances of a breach or malicious activity going unnoticed.
Finally, the high degree of automation present in IoT networks can also result in certain security threats going
undetected, or not being properly addressed [3].

To address these issues, organizations should take steps to secure their 10T networks. This includes using secure
mechanisms to connect and authenticate all devices, controlling data flow between devices, and continuously
monitoring the environment for any potential threats. Additionally, organizations should also ensure that all devices are
updated with the latest security patches, detect any unauthorized activity, and limit physical access to the loT
infrastructure [4]. In order to protect the data, systems, and networks that make up the Internet of Things, security
measures must be taken at every stage of the loT process. This includes in the manufacturing stage, where the physical
devices must be designed with security features in mind, and in the configuration and maintenance stages, where steps
must be taken to ensure that the networks and devices are correctly set up and securely maintained over time [5]. It also
includes addressing the threat of network intrusions by strengthening the visibility and control of the network, detecting
and addressing any malicious activity, and preventing data breaches by implementing unified threat protection
measures. Finally, organizations should also look to develop security policies and practices that are designed to not
only protect the network and data, but to also ensure that the user’s privacy and security are maintained [6].

At the manufacturing stage, 1oT devices must include physical features and embedded software that ensure the
networks and devices are secure. This includes the use of secure boot protocols to authenticate software updates, and
the encryption of firmware and data [7]. Additionally, depending on the context and implementation of the loT,
components such as communications protocols, authentication, secure key stores, and secure messaging protocols may
also be required. The configuration and maintenance stages of the 10T process are also critical steps to ensure secure
operation. This includes securely configuring and deploying devices, software updates, and network settings [8].
Additionally, passwords, user access control, proper authentication, secure and constantly monitored network firewalls,
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and a robust monitoring system must also be in place [9]. Organizations should also develop security policies and best
practices that address all aspects of the secure use of the loT, such as user access control, data protection, and privacy
protocols, bug repair and patch management, backup and recovery measures, and update processes. Finally, should an
attack or breach occur, organizations must have the measures in place to detect and respond to it, while also limiting the
potential scope of an attack [10].

l0T security is essential for a number of reasons. Firstly, as 10T devices are often used to access or store sensitive data,
strong security protocols are necessary to prevent unauthorized access or manipulation of this data [11]. Secondly, if an
l0T device or network is accessed or compromised, the results could be disastrous, from data theft to malicious actions
such as Distributed Denial of Service (DDoS) attacks. Finally, 10T devices are often used to control and monitor
physical processes, such as smart home and industrial automation systems, and having strong security in place allows
these functions to be carried out without fear of interruption or manipulation [12]. There are a number of different
measures that need to be taken to ensure the security and reliability of 10T devices and networks. Firstly, all
components should be rigorously tested and verified, and all protocols and communication methods should be secured
to ensure data protection. Secure boot protocols, encryption, secure communication channels, and authentication
systems can all be integrated into the device to ensure they are kept secure [13].

Additionally, organizations must have the necessary responses in place should an attack or breach occur, such as an
Incident Response Plan to limit the scope of the attack. Finally, organizations must establish security policies and best
practices that address secure use of the 10T, such as data protection, policy and procedures for bug repair and patch
management, and backup and recovery measures [14]. These measures can go a long way in ensuring the security and
reliability of 1oT networks and devices. More comprehensive security measures for 10T devices and networks include
the implementation of monitoring and security software to detect suspicious activity, the implementation of secure
access protocols, network segmentation and virtualization, the implementation of a digital identity management system,
the implementation of encryption algorithms, secure edge devices, secure web traffic and secure coding practices [15].
Additionally, organizations must ensure secure patch management and secure updating of their 10T devices.
Organizations must also utilize IT asset management software to enable secure control and visibility of the devices and
software on the network and secure backups to enable rapid recovery in case of incident [16]. Finally, organizations
should consider implementing secure identity trust frameworks, such as blockchain and identity access governance
systems, to authenticate identity and grant access to prioritized functions. By taking these steps, organizations can
ensure secure and reliable 10T networks and devices [17].

loT Security Threats

l0T security threats refer to malicious activities aimed at gaining unauthorized access to the 10T systems, such as smart
homes and connected vehicles, by exploiting the vulnerabilities in their unprotected networks and system architecture
[18]. These threats are typically targeted at exploiting weak points in the system architecture and networks to gain
access to the data or control over the system. These attacks can be carried out at the network, application, or device
layer. Some common examples of 10T security threats are device hijacking, distributed denial of service (DDoS)
attacks, man-in-the-middle (MITM) attacks, unauthorized data manipulation, and malicious firmware updates [19]. To
mitigate these risks, organizations and users should implement strong authentication systems, use secure protocol
techniques and encryption, and ensure proper segmentation of the network. Additionally, it is important to keep
firmware and system components updated and patched, as well as auditing and monitoring systems for suspicious or
malicious activities. 1. Network-level threats.2. Application-level threats. 3. Device-level threats. 4. Unauthorized Data
Manipulation. 5. Malicious Firmware Updates [20,21].

Network-level threats are malicious activities that originate from the network infrastructure, such as a hacker trying to
gain access to a closed network. Examples of this type of threat can include IP spoofing, which is the practice of
forging an IP address to appear to originate from a trusted source, malicious malware such as worms, viruses, Trojans,
and rootkits, brute force attacks, phishing attacks and distributed Denial of Service (DDoS) attacks. Other examples of
network-level threats include man-in-the-middle attacks, ARP poisoning, spoofing of MAC addresses, DNS poisoning,
SYN floods and other forms of DoS attacks, and infiltration through open ports and vulnerable services. These threats
are designed to disrupt the network by accessing sensitive data, disabling network services and potentially gaining
access to other networks and systems [22].

Application-level threats are malicious activities that target applications and the data that is stored within them. These
threats can compromise various data and components, depending on the application that is being targeted. Examples of
application-level threats include SQL injection attacks, cross-site scripting, malicious code execution, buffer overflow
attacks, malicious remote access, and data manipulation. Other examples include bypassing authentication protocols,
credential theft, malware infection, data harvesting, and data exfiltration. These threats can cause serious damage to the
integrity of both the data and software running on the targeted application, and can also be used to gain access to other
applications or networks. Device-level threats are malicious activities that target the hardware components of connected
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devices [23]. Such threats include hardware tampering, hardware theft, tampering with firmware, and hardware
disruption. These threats can not only disrupt or steal data, but can also render machines useless. More sophisticated
threats, such as hardware Trojans, are also possible. Hardware Trojans are malware that is designed to stay hidden on
devices and intercept sensitive data while avoiding detection. Additionally, hardware Trojans can be used to steal data
from devices, spy on the user, gain access to networks, and disrupt operations. Such threats are becoming increasingly
sophisticated, and can do a great deal of damage if not identified and addressed in time [24]. Unauthorized data
manipulation refers to malicious activities that target the data stored on a device. This could include attacks that
modify, delete, or corrupt data that is stored either on the device or in an external location. These attacks can range
from unauthenticated users changing data within the system to sophisticated, targeted attacks that are designed to
manipulate specific data. While this type of attack can be done physically, it is more commonly done via malware, such
as ransomware. In some cases, attackers may use more nefarious methods such as inserting malicious code into the
data, allowing them to further manipulate the data or gain access to the system. Unauthorized data manipulation can
lead to the loss of valuable data or even to personal harm if the data is sensitive in nature. In order to defend against
such threats, organizations should ensure that their devices and systems are properly secured and that they are regularly
monitored for suspicious activity. In addition, employees should receive regular training on data security best practices,
as well as investigating any suspicious incidents that may occur [25].

Malicious firmware updates refer to malicious firmware or software updates created by attackers to exploit security
vulnerabilities in a device. These malicious updates are designed to infect the device, allowing the attacker access to the
device’s data and even control over its functions. They can also be used to spread malware, exfiltrate data, or even
interfere with device operations. In order to effectively defend against malicious firmware updates, organizations
should ensure that their firmware and applications are regularly updated and patched. This should also be done for
endpoints that are not connected to the corporate network, as these systems can be vulnerable to attack as well [26].
Additionally, organizations should take steps to ensure that only authorized personnel can install updates, by using
authentication protocols such as two-factor authentication. Further, organizations should ensure that their network and
systems are regularly monitored for any suspicious activity related to firmware updates and security vulnerabilities.
Finally, any employee-issued device should be regularly scanned for malware and malicious software, to identify and
prevent any malicious firmware updates before they can do any harm [23,24].

10T security solutions

l0T security solutions are a variety of different tools and practices that organizations can use to protect their Internet of
Things (loT) devices and networks from malicious actors and malicious activities. These solutions involve a
combination of hardware and software, such as Network Segmentation and Virtualization, Encryption and Identity
Access Governance, secure access protocols, secure web traffic and secure coding practices, secure patch and update
management, secure edge devices and firewalls and secure monitoring and logging solutions [27].

Network segmentation and virtualization help to isolate the 10T devices and networks to prevent unknown users from
gaining access. Secure access protocols help to ensure that only authorized users can access the 10T, and there are
various encryption algorithms available to protect data transmitted between the various elements. Identity access
governance solutions are also available to provide authentication and authorization to access certain network functions
and data.

Secure web traffic and coding practices ensure that if the 10T devices are connected to the internet, the data is protected
from unauthorized access and manipulation. Secure patch and update management ensures that devices are protected
from the latest vulnerabilities and malware, and secure edge devices and firewalls are used to prevent external attacks
from succeeding. Finally, secure monitoring and logging help to detect and respond to any malicious activities or
intrusions. By implementing these security solutions, organizations can reduce the risk of their 10T devices and
networks from becoming compromised or attacked. The selection of appropriate 10T security solutions will depend on
the complexity of an 10T environment, the types of data and devices connected, and the security risks that need to be
addressed [28]. The following are examples of some of the most common security solutions available today:

Network Segmentation and Virtualization: Network segmentation helps protect 10T networks, isolating critical
components and important data in order to reduce the risk of unauthorized access. Virtualization can further isolate 10T
devices, allowing them to be used in a more secure and controlled manner.

» Encryption and ldentity Access Governance: Encryption algorithms prevent data from being read in an
unencrypted form and protect data confidentiality. Identity access governance provides secure authentication and
authorization for users to access certain network functions or data.

* Secure Access Protocols: Secure access protocols help to ensure that only authenticated users can access the 10T and

associated data. Examples of secure access protocols that organizations use to secure their 10T environment are
Transport Layer Security (TLS), Secure Socket Layer (SSL) and IPSec.
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 Secure Web Traffic: When web applications and services are used with an 10T environment, establishing secure web
traffic helps protect against malicious actors. This includes encrypting web traffic, using secure web servers, disabling
unnecessary services and more.

* Secure Coding Practices: Secure coding practices help to ensure that code is developed in a safe and secure manner.
Common practices include avoiding security vulnerabilities, testing code before deployment and employing secure
code review processes.

* Secure Patch and Update Management: Keeping software up to date with security patches and new releases helps
to protect loT devices from the latest threats. This requires a patch and update strategy to ensure systems are kept up to
date with the latest security patches and changes.

* Secure Edge Devices and Firewalls: Edge devices such as routers and firewalls can help protect 10T networks from
malicious external threats. Firewalls are hardware-based solutions that inspect and filter all the incoming and outgoing
traffic on a network, helping to block malicious traffic.

* Secure Monitoring and Logging: Monitoring and logging loT networks and devices helps detect and respond to any
malicious activities or intrusions. Examples of security monitoring include using Intrusion Detection Systems (IDS)
and Behavior Anomaly Detection (BAD) [29].

CONCLUSION

As the need for data security in the 10T environment continues to increase, organizations should look to a wide range of
security solutions available to ensure their data, devices and networks are adequately protected. The solutions discussed
in this article are just a few of the many options available and should be studied in greater detail to understand which
solution best fits individual 10T needs. organizations should consider the following security solutions: Network security
solutions: Security solutions that network administrators can use to monitor and protect data, devices and networks
from unauthorized access. These include firewalls, antivirus software, and intrusion detection systems. Secure
communications protocols: Encryption protocols and authentication methods for data communications, such as
Transport Layer Security (TLS), should be implemented to ensure data privacy and integrity. Data and application
security solutions: Data should be securely stored and transmitted, and applications should be monitored and patched
regularly to reduce risk of attack. Solutions such as database encryption, access control systems and application
firewalls can help to secure data and applications. Device security solutions: Security measures should be integrated
into the design of the 10T device and could include hardware-based security measures, secure boot systems, secure
software update mechanisms, and identity and access control systems. Risk assessments: Risk assessments should be
conducted to identify potential threats and vulnerabilities in an organization’s network or IoT system. A periodic risk
assessment can help to identify any weaknesses in current security measures and allow organizations to update or
implement new security solutions to reduce risk. Organizations should also look to involve experts in the
implementation and management of 10T security solutions. Organizations may want to consider hiring a security
consultant or security service provider to design and implement an effective security policy and strategy. Additionally,
regular security updates and best practices should be implemented on an ongoing basis to keep up with new threats and
risks.
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